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. PURPOSE AND SCOPE

Nightingale Nurses at Home {NNAH) upholds privacy and confidentiality for its clients, employees, contractors and
other personnel engaged with our Company.

1. This policy outlines the collection, utilisation, storage, disclosure, and protection of all personal information
collected by our Company.

2. This policy ensures our compliance to the Privacy Act 1988 and its Australian Privacy Principles (APPs) as well
as to relevant State laws, including the Health Records and Information Privacy Act 2002 (NSW) and its
Health Privacy Principles (HPPs).

3. This policy applies to all employees, contractors, and clients that are engaged by NNAH.

l.  WHAT ARE CONSIDERED AS PERSONAL INFORMATION?

1. Personal Information
Personal information is data that makes a person identifiable. This includes:

e Name
e Date of birth
e Gender

e Marital status

o Occupation

e Residential or postal address

¢ Contact details including phone and email

e Bank details

s Medicare or concession card details

¢ Health fund details

e Any claim details such as workers compensation
e Emergency contact details

2. Sensitive Information
Some personal data are classified as “sensitive information” and are also protected under the privacy laws,
which includes:

o Biometrics or genetics

e Race or ethnicity

¢ Political opinion

s Religious association

¢ Criminal record

3. Health information
Health data is also considered sensitive information. These include:

Medical history
e Surgical history
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o Allergies or sensitivities

e Medication list

¢ Hospitalisation records

¢ Diagnostic tests and results

4. Please note that a person is not required to disclose their personal information to us. However, declining to
provide certain information may result in:

5. Aninability for NNAH to provide appropriate services required or requested by the client refusal by our
Company to work with a person as an employee or contractor

I1l.  DETERMINATION OF CAPACITY TO MAKE PRIVACY DECISIONS

1. NNAH will assess a client’s ability to make privacy decisions depending on circumstances surrounding the
client.
a. Where a client has lacks capacity to make these decisions, privacy concerns will be referred to an
authorised representative or guardian
b. Consent given by the authorised representative on behalf of the client who lacks capacity will be
accepted by our Company

V. COLLECTION OF PERSONAL INFORMATION

1. Our Company collects personal information directly from clients or authorised representatives, employees,
and contractors whenever practicable through in-person interaction, phone conversation, or online forms.

2. All personal data are purposely collected with relevance to our business functions, operations, and activities
that directly relate to the client.

3. During the collection process, NNAH staff must inform the person providing the information the purpose of
the collection, the consequences of refusal to provide requested information, and the presence of a court
order if applicable.

4. Our Company collects personal information with consent unless exceptions are in place as per the privacy
laws. These exceptions may include:

a. Situations where it is impracticable to solicit consent, but collection is necessary to prevent or decrease
a significant threat to life, safety, or health and well-being of any person.

b. Information collection necessitated by a court order or legislation.

5. If NNAH receives sensitive information that it has not requested or directly collected, this should be lawfully
destroyed as soon as possible.

6. In some situations, our Company may require some information from a third party.

6.1. This will be done with consent from the individual or when permitted by the privacy laws, such as:

a. The collection of a client’s health information from their physician, other health service providers,
family members or significant others when there is significant threat to life, safety, or health and well-
being of the client.

b. The collection is essential to establish a legal claim
The collection is necessitated by a court order or legislation.
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6.2. Our Company may also collect personal information from a third party to provide care and services. The
information may come from the client’s authorised representative, physician, other health service
providers, family members or significant others, insurers, or diagnostic centres.

7. NNAH may also collect personal health information through My Health Record established by the Australian
government according to the accessibility setting that the client has applied.

V.  USE OF PERSONAL INFORMATION

1. NNAH utilises personal information from the clients or their authorised representatives to provide safe and

quality services. The data collected is used to:
a. Assess and analyse the client’s current health status and needs
b. Provide timely and appropriate services
c. Effectively communicate with the client and their family regarding services they are receiving
d. Update or amend care plans
NNAH may also use personal data to request and respond to feedback and handle complaints.
Our Company utilises personal data for financial purposes such to charge service fees or collect debts as well
as to pay its employees or contractors.
4. NNAH may also utilise personal health information available in My Health Record established by the
Australian government according to the accessibility setting that the client has applied.
5. Other instances where private information may be used include:
Verifying a person’s identity before allowing engagement with our Company
Responding to enquiries
Work Health and Safety purposes
Accreditation or quality assurance activities
Compliance to legal or regulatory obligations
Exercising or defending a legal claim
Evaluation of health services and training employees (the documents are de-identified before the data
contained within them are used)
h. Undertaking research which the person has consented to or otherwise allowed by the privacy laws
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VI. DISCLOSURE OF PERSONAL INFORMATION

1. Disclosure of personal information occurs when a person’s personal information is accessible to a contractor
or third party. Please note that the access of personal information among NNAH employees is considered
“internal use” rather than disclosure.

2. Disclosure of personal data without additional consent may be done for reasons stated in Clause V Section 1
of this Policy. Consent is needed for disclosure of data for reasons stated in Clause V Section 5 of this Policy.

3. Personal information may also be disclosed other than the above intentions if:
a. The individual gives consent
b. ltisrequired by the law
¢. The individual is unable to provide consent and the disclosure of information is necessary for provision
of appropriate care or for compassionate reasons
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d. The individual is unable to provide consent and the disclosure of information is necessary to prevent or
decrease significant threat to life, safety, or health and well-being of any person
4. With the client’s consent or otherwise as permitted by the privacy laws, NNAH may disclose personal
information to:
a. other health professionals, service providers, hospitals, medical centres, diagnostic facilities, pharmacies,
and other third-party entities who are involved in the client’s care or treatment.
a “responsible person”, such as a spouse, parent or guardian.

e

a government or regulatory body when required, such as Medicare or statutory health complaints
bodies.
d. Our Company’s legal representatives in cases of legal claims or complaints related to the client
e. Insurers, including our Company’s and the client’s
f. The My Health Record system unless the client has opted out
g. Researchers or academic institutions for research purposes
5. If personal information needs to be disclosed interstate, NNAH staff must be aware of the privacy laws of the
receiving State or Territory. Mostly, information disclosure within Australia is permitted under relevant
State or Territory laws because the data will remain within a jurisdiction that has equivalent privacy
protection.
6. NNAH does not disclose information overseas.

VII. SECURITY AND STORAGE OF PERSONAL INFORMATION

1. NNAH commits to secure personal information and protect it from unauthorised use, access, variation or

disclosure, interference, and loss.

2. Our Company stares personal information in electronic and paper forms. The security of sensitive
information is safeguarded by:
a. Requiring NNAH employees and contractors to abide by this Policy as part of their engagement with us
b. Implementing security measures in accessing our electronic systems and storage devices
¢. Ensuring a private environment for confidential discussions
d. Only keeping personal information in time periods allowed by the law unless extended retention is

required for legislative purposes

VIIl. DISPOSAL OF PERSONAL INFORMATION

1. Personal information previously stored in both written and electronic forms will be de-identified and
disposed by NNAH securely when no longer required by our Company or by any legal proceedings.

2. Paper records will be appropriately shredded.

3. Digital records will be permanently deleted from our online systems, electronic devices (computers,
laptops, tablets, and phones), and external storage drives.

4, NNAH currently does not use cloud or remote storage for personal information. In any instance that this

is used, the cloud storage provider will be contacted by us to ensure permanent data destruction.
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IX. INTEGRITY OF PERSONAL INFORMATION

1. NNAH staff are expected to ensure that personal data collected are accurate, current, complete, relevant,
and not misleading.

2. If an NNAH employee, contractor, or client determines inaccurate, outdated, incomplete, irrelevant or
misleading personal information, our Company will undertake reasonable steps to correct any errors and
notify third party entities who we have previously disclosed to of the corrected information.

3. ltis a person’s responsibility to update NNAH of any changes in personal information that they are aware of.
NNAH contact details are provided below.

4. If NNAH refuses or denies the correction of personal information, our Company will notify the person
involved in writing of the reason for such action or inaction.

NNAH WEBSITE PRIVACY

Generally, a person can visit our website anonymously.

Our company does not collect personal information from our website without consent.

If personal information is provided by a person through the enquiry form in our website, this Policy will
apply to the handling of the personal information provided.

4. Our website may use cookies that store information related to your browsing habits. Cookies are small
pieces of data placed into your browsing device that help “remember” you when you revisit a website.
NNAH does not collect personal information through cookies.
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Xl.  CONCERNS REGARDING PRIVACY OR CONFIDENTIALITY

You can contact us directly for any concerns surround your privacy or confidentiality. This can be done through our
Company’s phone: {(+61) 428 660 992 or email enquire@nnah.com.au.

Version: 1.0 Date effective from: 01/03/2022

Makc Nursing Pty Ltd trading as Nightingale Nurses at Home Date of next review: 01/03/2023




